
2 3 0 0  N  S T R E E T ,  N W  

S U I T E  7 0 0  

W A S H I N G T O N ,  D C 2 0 0 3 7  

T E L   2 0 2 . 7 8 3 . 4 1 4 1  

F A X   2 0 2 . 7 8 3 . 5 8 5 1  

W W W . W B K L A W . C O M  

 

April 18, 2013 

VIA REGISTERED MAIL  

Nikki P. Shears, District Director 

Federal Communications Commission 

Enforcement Bureau 

Western Region, Denver Office 

215 S. Wadsworth Blvd., Suite 303 

Lakewood, CO  80226 

 

 Re: Station KSL-FM, Midvale, UT, File No. EB-FIELDWR-13-00006666 

  Station KSFI, Salt Lake City, UT, File No. EB-FIELDWR-13-00006667 

  Station KRSP-FM, Salt Lake City, UT, File No. EB-FIELDWR-13-00006670 

 

Dear Ms. Shears: 

Bonneville International Corporation (“Bonneville” or “Licensee”), by its attorneys, 

hereby provides a consolidated response to the Enforcement Bureau’s above-referenced Letters 

of Inquiry dated March 19, 2013 (“LOIs”).  The LOIs seek information from the three listed 

stations about certain incidents that occurred on February 11, 2013, involving their Emergency 

Alert System (“EAS”) equipment.  Because the three stations utilize a single EAS system for the 

HD-2 channels that aired the unauthorized alert on February 11, 2013, and the responses to the 

LOIs are the same for each station, Bonneville provides this consolidated response. 

We have enclosed the following materials with this cover letter:  (1) Bonneville’s 

narrative responses to each of the questions in the LOIs; (2) a disc containing copies of requested 

documents; and (3) declarations in support of the responses.  Please contact the undersigned if 

there are any questions regarding this matter. 

Sincerely, 

/s/ TJC     

Timothy J. Cooney 

 

Enclosures 
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INTRODUCTION 

Bonneville International Corporation (“Bonneville” or “Licensee”) takes seriously its role 

in helping to ensure the integrity of the Emergency Alert System (“EAS”).  In response to the 

incident on February 11, 2013, involving the unauthorized EAS alert broadcast on the HD-2 

channels of KSL-FM, Midvale, UT; KSFI, Salt Lake City, UT; and KRSP-FM, Salt Lake City, 

UT, (individually, a “Station” and collectively, “the Stations”), Bonneville initiated a review of 

the incident by examining the internal device logs for the affected EAS equipment, working with 

the equipment manufacturer to investigate the incident, and taking steps to address these matters 

on an expedited basis.  A consolidated response is provided because the Stations share a single 

EAS system for the HD-2 channels that aired the alert.  When the Stations’ HD-2 channels are in 

auto-forward mode as they typically are, an EAS alert that is transmitted by one Station is 

transmitted by all three Stations.  As noted below, the main channel of KSL-FM was not 

accessed at all and did not broadcast the unauthorized alert; and the main channels of KSFI and 

KRSP-FM were in manual forward mode and also did not broadcast the unauthorized alert.
1
  

INQUIRIES & RESPONSES 

Provided below are the LOI questions printed in bold, followed by Bonneville’s 

responses. 

1. A timeline of the events of February 11, 2013, concerning your Station's EAS 

equipment and any breaches of that equipment. 

On February 11, 2013, at 1:55 a.m., the equipment providing EAS functions for the 

Stations’ HD-2 channels (“Originating EAS Equipment”) was accessed without authorization by 

a user logged in as “Admin” from a remote host at the following IP address: 178.21.20.86.  For 

approximately 30 minutes, the unidentified user accessed the Originating EAS Equipment with 

the privileges of the network administrator.  At 2:26 a.m., the unauthorized user’s session 

expired, and the user was automatically logged out under the username, “Admin.”  At 1:30 p.m., 

the Originating EAS Equipment was accessed again by an unauthorized user logged in as 

“Admin” from a remote host at the following IP address:  65.120.61.73.  At 1:39 p.m., this 

intruder caused the Originating EAS Equipment to originate a Civil Emergency Message 

(“CEM”) containing an unauthorized transmission, which was received and aired by the 

Stations’ HD-2 Channels. See Exhibits 1-2, which contain an alert verification (i.e., a log of the 

unauthorized transmission) and an audio file of the unauthorized EAS message. At 1:40 p.m., the 

unidentified user logged off as “Admin” from a remote host at the following IP address:  

204.124.83.132.  

                                                 
1
 KSL-FM has a separate EAS system for its main channel, and this system was not accessed.  The main 

channels of KSFI and KSRP-FM share the EAS equipment that was accessed on February 11, 2013, with 

the HD-2 channels of all three Stations.   In contrast to the HD-2 channels, however, the main channels of 

KSFI and KSRP-FM were not in auto-forward mode. 
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Because the Stations’ HD-2 channels are automated, the Originating EAS Equipment is 

set to forward automatically certain EAS messages, such as CEMs, to each HD-2 channel for 

transmission.  As a result, the Stations’ HD-2 channels received and aired the unauthorized EAS 

message.  Because the Stations’ main channels were in manual forward mode, the Stations’ main 

channels were not involved in transmitting the unauthorized alert. 

To Bonneville’s knowledge, there were no subsequent attempts to access the Originating 

EAS Equipment without authorization on February 11, 2013.  In support of its response to 

Inquiry No. 1, Bonneville is submitting, on the enclosed disc, the weblog generated by the 

Originating EAS Equipment for the relevant time period on February 11, 2013.  See Exhibit 3.  

This weblog was generated at the time of the incidents that occurred on that date. 

2. A detailed description of the EAS equipment in use at your Station.  Support 

your response with copies of any relevant operating manuals and 

photographs. 

Bonneville reads Inquiry No. 2 as seeking information about the equipment that was 

accessed without authorization to originate the CEM alert that aired at approximately 1:39 p.m. 

on February 11, 2013 (additional information regarding the EAS equipment for the main channel 

of KSL-FM that was not involved in the incident can be provided upon request).   

The Originating EAS Equipment, which provides EAS functions in auto-forward mode 

for the Stations’ HD-2 channels, was accessed by the unauthorized user during the incident and 

initiated the transmission of the unauthorized message. The Originating EAS Equipment consists 

of a Common Alerting Protocol (“CAP”) capable DASDEC emergency messaging 

encoder/decoder that is manufactured by Monroe Electronics Inc., and an “EAS 911” 

encoder/decoder, which is manufactured by TFT, Inc. The enclosed disc includes a photograph 

of the complete installation, see Exhibit 4, as well as operating manuals, manual addenda, and 

datasheets for each piece of equipment.  See Exhibits 5–10. 

The DASDEC Encoder/Decoder.  The DASDEC encoder/decoder is the equipment that 

was accessed to originate the unauthorized alert.  It is the unit that interfaces with the Federal 

Emergency Management Agency’s Integrated Public Alert and Warning System (“IPAWS”) to 

enable the receipt of CAP-formatted alert messages, as required in Part 11 of the FCC’s rules.  

The DASDEC and EAS 911 encoders/decoders can either auto forward an alert (as is the case 

with the Stations’HD-2 channels) or send the alert to a live operator.  The equipment has the 

ability to route itself directly to air using the “alert” contact closure to control specific station 

routing if enabled, or the audio from the system can be assigned to any console as it also appears 

on the audio routing switcher used by the Stations’ HD-2 channels. 

The EAS 911 Encoder/Decoder.  The EAS 911 encoder/decoder decodes, stores, 

forwards, and originates messages formatted in the EAS protocol, as prescribed by the 
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Commission’s Part 11 EAS rules.  Because the equipment uses the EAS digital protocol, it 

responds only to the user preselected messages and forwards those messages automatically. 

3. Identify the Licensee's employees with direct or supervisory responsibility 

over the Station’s EAS operations. 

The Licensee’s employee with direct responsibility over the Stations’ EAS operations is 

John Dehnel, the Stations’ Chief Operator, FCC General Operator License # PG-12-13583. Mr. 

Dehnel’s office telephone number is 801-575-7630.His supervisor is Michael L. Dowdle, Vice 

President and General Counsel of Bonneville, whose office telephone number is 801-575-7517. 

Both individuals can be reached in care of KSL Salt Lake Broadcast Group, 55 N 300 W, Salt 

Lake City, Utah, 84180. Their email addresses, respectively, are jdehnel@ksl.com and 

mdowdle@bonneville.com. 

4. At the time of the breach, what safeguards, if any, did the Licensee have in 

place to restrict access to the Station's EAS equipment and ensure the 

integrity of the general Emergency Alert System?  Such safeguards could 

include, but would not be limited to, firewalls and virtual private networks 

(VPNs). 

To help ensure the integrity of the general EAS, Bonneville restricted access to the 

Originating EAS Equipment using a Cisco ASA 5520 firewall.  At the time of the incident, the 

firewall was thought to have been operating properly. After the incident, the Station’s IT 

department looked into the issue and initially was unable to determine how the DASDEC-1 

encoder/decoder that was used to originate the unauthorized EAS alert was accessed from 

outside the Station’s system. See Exhibit 11, which contains an e-mail from the Stations’ 

Network Administrator and Security Engineer to the Stations’ Chief Operator. However, the IT 

department subsequently determined that the firewall contained exceptions that were enabled on 

the date of the incident and that permitted external access, via a specified port, to the DASDEC-1 

911 equipment – located at the following IP address:  64.147.134.72.  Bonneville subsequently 

has removed these exceptions to prevent individuals from using the same port to gain 

unauthorized external access to the Originating EAS Equipment in the future.  Currently, access 

to the Originating EAS Equipment may be obtained only via the Stations’ internal network or a 

VPN connection. 

5. At the time of the breach, were any of the passwords in use the default or 

administrative password provided by the manufacturer of the EAS 

equipment? 

At the time of the incident, the default password and several other logins for the 

DASDEC box were in use.  As discussed with FCC staff after the incident, the default password 

had been used by the manufacturer’s technical support team to access the equipment and assist 

Bonneville with enabling a “multi-station” function for the Originating EAS Equipment.  The 

mailto:jdehnel@ksl.com
mailto:mdowdle@bonneville.com
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default password was not disabled at the time of the incident.  Immediately upon learning of the 

incident the Stations changed the password for the equipment that was accessed without 

authorization and will continue to change it periodically.    

6. If other attempts to breach your Station's EAS equipment were made in the 

48 hour period prior to the successful breach, provide a detailed description 

of those events and list the IP addresses, if known, and the time of each 

attempt in chronological order. 

As indicated in Bonneville’s response to Inquiry No. 1, Bonneville is aware of one other 

unauthorized attempt to access the Originating EAS Equipment during the 48-hour period prior 

to the incident that is the subject of this inquiry.  The prior attempt to access the Originating EAS 

Equipment was successful, and it occurred on the same date as the incident that resulted in the 

transmission of the unauthorized EAS alert — February 11, 2013.  As shown in the attached 

weblog for the DASDEC encoder/decoder, the equipment was accessed from 1:55 a.m. to 2:26 

a.m. on February 11, 2013, from the following IP address:  178.21.20.86.  Please see 

Bonneville’s response to Inquiry No. 1 above and Exhibit 3.  

7. Did the Licensee or any of its employees have any prior knowledge of the 

breach before its occurrence? 

To Bonneville’s knowledge, neither it nor any of its employees had any prior knowledge 

of the incident before its occurrence.  Bonneville and its employees first became aware of the 

incident after an on-air host at KSFI investigated an EAS alarm and then notified the Stations’ 

chief operator concerning the nature of the unauthorized EAS alert.   

8. If known, what IP address or addresses were used to breach your Station's 

EAS equipment?  Please list them sequentially. 

The following IP addresses were used to access the Originating EAS Equipment without 

authorization: 

1) 178.21.20.86 

2) 65.120.61.73 

See Exhibit 3. 

9. Subsequent to the breach of your Station's EAS equipment, what steps did 

you take to safeguard access to the equipment and ensure the integrity of the 

general Emergency Alert System? 

Since the incident on February 11, 2013, Bonneville has disabled the default password 

for the DASDEC encoder/decoder that was accessed, has established procedures to change the 
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password periodically, and, as stated in the response to Inquiry No. 4 above, reconfigured the 

equipment’s firewall so that only internal and very limited VPN access is available. 

10. Provide copies of all Documents that provide the basis for or otherwise 

support the Licensee's responses to Inquiries 1- 9 above. 

The following documents provide the basis for or otherwise support Bonneville’s 

responses to Inquiries 1–9 above:   

1) Exhibit 1, EAS Alert Verification. 

2) Exhibit 2, audio file of the unauthorized EAS alert. 

3) Exhibit 3, Feb. 11, 2013 DASDEC-1 Device Weblog. 

4) Exhibit 4, photograph of the Originating EAS Equipment.  

5) Exhibit 5, Operating Manual for the EAS 911 Encoder/Decoder. 

6) Exhibit 6, Addendum to the Operating Manual for the EAS 911 

Encoder/Decoder. 

7) Exhibit 7, Operating Manual for the DASDEC-1 Encoder/Decoder. 

8) Exhibit 8, Addendum to the Operating Manual for the DASDEC-1 

Encoder/Decoder. 

9) Exhibit 9, EAS 911 Encoder/Decoder Datasheet. 

10) Exhibit 10, DASDEC-2 Datasheet.  (Due to software upgrades to the 

Originating EAS Equipment, there seems to be very little functional 

difference between the DASDEC-1, which is included in the 

installation, and the DASDEC-2.)  

11) Exhibit 11, Feb. 12, 2013 E-mail No. 1 from Brad Lindsay to John 

Dehnel. 

12) Exhibit 12, Feb. 12, 2013 E-mail No. 2 from Brad Lindsay to John 

Dehnel. 

These documents may be found on the enclosed disc. 
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11. Provide any additional information that would be relevant to our 

consideration and resolution of these matters. 

As shown in the DASDEC weblog on the enclosed disc, see Exhibit 3, an unknown 

individual programmed and originated the unauthorized EAS alert from the following IP address:  

65.120.61.73.  As indicated in an e-mail from Brad Lindsay, see Exhibit 12, the Stations’ 

Network Administrator and Security Engineer, which is being submitted on the enclosed disc, 

the Stations’ IT department tracked the IP address associated with the first unauthorized access 

to the Originating EAS Equipment on February 11, 2013, to Denver, Colorado.  

Based on the information available to Bonneville, it appears that the incident did not 

involve the CAP components of the DASDEC encoder/decoder, other than the Internet 

connection necessary for monitoring IPAWS for CAP-formatted alerts.  There is no indication 

that the EAS alert was received either from IPAWS or any legacy sources of EAS messages. It is 

Bonneville’s view that knowledge of the EAS system and the Originating EAS Equipment would 

be needed in order to program an EAS alert header that would be forwarded automatically.  

Additionally, some training and instruction is likewise needed in order to set the duration of the 

EAS alert, add an audio cut, and then send the EAS alert.  It appears that a casual hacker most 

likely would not have been able to accomplish these tasks, even if the hacker was able to gain 

remote access to the equipment.  
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